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Abstract 

This study investigates the development and implementation of the MDAU Fusion Center, an AI-enhanced 

maritime domain awareness system designed to strengthen Malaysia’s maritime security. The purpose of the study 

was to evaluate how artificial intelligence (AI) integrated with C4ISR (Command, Control, Communications, 

Computers, Intelligence, Surveillance, and Reconnaissance) technologies can improve anomaly detection, reduce 

response times, enhance inter-agency coordination, and support sustainable maritime governance. The literature 

review highlighted the growing role of AI in maritime surveillance, emphasizing anomaly detection using AIS 

(Automatic Identification System) data, multi-sensor fusion, and predictive analytics as critical tools for real-time 

threat management. A mixed-methods approach was employed, combining quantitative analysis of AI detection 

performance metrics accuracy, precision, recall, and F1 scores with qualitative feedback from operational officers. 

Simulated operational data demonstrated high detection accuracy across multiple threat categories, including IUU 

fishing (92%), piracy (90%), unauthorized intrusions (89%), and smuggling (87%), while automated alerts 

reduced average response times by over 40%. The results indicate that integrating AI with multi-source data 

streams enhances situational awareness, enables evidence-based decision-making, and optimizes patrol allocation. 

The findings also support Sustainable Development Goals (SDG 14: Life Below Water and SDG 16: Peace, 

Justice, and Strong Institutions) by promoting sustainable resource management and strengthening institutional 

coordination. In conclusion, the MDAU Fusion Center provides a robust model for smart maritime governance, 

demonstrating the practical and strategic value of AI-driven surveillance systems in safeguarding national waters 

and supporting sustainable, secure maritime operations.. 

Keywords:  Maritime Domain Awareness (MDA), Artificial Intelligence (AI), C4ISR, Maritime Security, 

Anomaly Detection.. 

 

INTRODUCTION 

Malaysia’s maritime domain occupies a strategic position in Southeast Asia, encompassing vital economic zones, 

critical international sea lanes, and a rich marine ecosystem. The nation’s Exclusive Economic Zone (EEZ) and 

territorial waters are crucial not only for economic activities such as fishing, oil and gas extraction, and 

international trade, but also for national security and environmental sustainability. The Strait of Malacca alone 

sees over 80,000 vessels annually, making it one of the most important chokepoints in global trade and 

simultaneously a hotspot for maritime threats including piracy, armed robbery, and smuggling (Nordin & Leong, 

2023). In addition, non-traditional security threats such as illegal, unreported, and unregulated (IUU) fishing 

continue to undermine economic stability and food security. Annual losses from IUU fishing in Malaysia have 

been estimated at hundreds of millions of dollars, with foreign vessel intrusions depleting fish stocks and 

compromising the livelihoods of coastal communities (Asia Maritime Transparency Initiative, 2023; Leong, 

2025). While these challenges are by no means unique to Malaysia, the scale and complexity of activities in its 

maritime waters place significant demands on enforcement capabilities and maritime domain awareness 

infrastructure. 
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The concept of Maritime Domain Awareness (MDA) refers to the comprehensive understanding of activities, 

entities, and potential risks within a nation’s maritime environment. Effective MDA enables authorities to detect, 

monitor, and respond to both traditional and emerging threats. Conventional maritime surveillance systems largely 

rely on a combination of radar, vessel tracking via the Automatic Identification System (AIS), patrol vessels, and 

aerial reconnaissance. However, these systems face significant limitations in coverage, data integration, and real-

time decision support. AIS, for example, can be intentionally switched off or manipulated by vessels attempting 

to conceal illicit activities, thereby reducing the reliability of data feeds for enforcement agencies (Singh & 

Heymann, 2020). Moreover, disparate data streams from multiple sensors and agencies often remain siloed, 

hindering effective situational awareness and coordination. The dynamism and unpredictability of maritime 

threats ranging from piracy and human trafficking to transnational smuggling networks further complicate 

surveillance strategies, as these activities frequently exploit gaps in detection and response systems across 

jurisdictions. 

Malaysia’s current maritime governance framework, while robust in legal foundations, still confronts structural 

and operational constraints that limit its efficacy in the face of evolving maritime challenges. Overlapping 

jurisdictional mandates, resource constraints, and the absence of an integrated, technology-driven approach 

contribute to delays in threat detection and response (The Sun, 2025). Non-traditional threats such as disruptive 

IUU fishing and unauthorized encroachments exert sustained pressure on enforcement agencies, necessitating 

more adaptive and data-intensive surveillance tools. Traditional methods, which are largely reactive and 

manpower-intensive, struggle to keep pace with the rapid movement of vessels and sophisticated concealment 

tactics employed by maritime offenders. Furthermore, the sheer size of Malaysia’s maritime zone underscores the 

impracticality of exclusively resource-based enforcement solutions; expansive areas make it difficult to maintain 

persistent surveillance, resulting in a significant portion of illegal activities going undetected. 

Emerging advancements in artificial intelligence (AI) offer promising avenues to strengthen maritime situational 

awareness. AI and machine learning models have demonstrated capabilities in processing diverse datasets such 

as satellite imagery, radar signals, and AIS feeds to detect anomalous behavior and support automated decision-

making (Talpur et al., 2025). These technologies can enhance detection accuracy, reduce false positives, and 

enable predictive analytics that extend beyond the limitations of conventional surveillance systems. Despite such 

potential, operational integration of AI into existing maritime systems poses challenges including data 

heterogeneity, real-time processing demands, and the need for secure, interoperable infrastructures. 

The purpose of this study is to examine the development and implementation of the MDAU Fusion Center, an AI-

enhanced maritime domain awareness system, and to assess how the integration of AI and C4ISR (Command, 

Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance) technologies can address 

existing surveillance gaps, improve inter-agency collaboration, and ultimately strengthen Malaysia’s capacity to 

monitor and secure its maritime domain. 

Literature Review 

Previous research on maritime domain awareness (MDA) and the integration of artificial intelligence (AI) and 

C4ISR (Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance) 

technologies highlights a rapidly evolving field where data fusion, pattern recognition, and autonomous analytics 

are central to addressing contemporary maritime security challenges. A significant body of literature focuses on 

anomaly detection using Automatic Identification System (AIS) data, which remains foundational in developing 

intelligent maritime surveillance systems. For instance, Singh and Heymann (2020) proposed a machine 

learning-assisted anomaly detection framework using AIS inputs, demonstrating that neural networks can 

accurately distinguish between normal and aberrant vessel behaviour, addressing key challenges of AIS data 

reliability and patterns of illicit activity at sea. A similar direction is seen in recent work by Maganaris and 

Protopapadakis (2024), where deep recurrent neural networks were employed to encode vessel motion patterns 

and detect outliers, advancing the capacity to discern irregular navigation as a precursor to threat identification. 

Comprehensive reviews have further characterised the landscape of anomaly detection in maritime traffic, 

emphasising the need for systematic classification of vessel behaviours and the integration of diverse AI models. 

The AIS-based kinematic anomaly classification framework in Ocean Engineering outlines how supervised neural 

networks can categorize distinct types of anomalous behaviour, such as speed and course deviations, offering 
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rigorous foundations for automated surveillance systems. Additionally, broader review studies underline how deep 

learning architectures including convolutional and recurrent networks, Transformers, and multimodal fusion 

techniques enhance MDA by processing satellite imagery, AIS, radar, and uncrewed vehicle sensor data to detect 

and interpret complex patterns of activity across extensive maritime zones. 

Beyond AIS-centric studies, research into multi-sensor fusion and pattern recognition highlights the growing 

emphasis on non-cooperative detection methods. Agorku et al. (2025) developed a YOLO-based fusion approach 

combining high-resolution satellite imagery with AIS data to identify vessel types and behavior in inland 

waterways, demonstrating how AI can overcome the limitations of cooperative systems and improve situational 

visibility where AIS coverage is incomplete or intentionally disabled. Older yet influential work on network 

abstractions of AIS trajectories also illustrates unsupervised clustering techniques to model vessel behaviour and 

detect deviations relevant to maritime authorities, laying conceptual groundwork for supervised real-time 

monitoring frameworks. These strands collectively underscore an observable shift in MDA research toward 

integrated analytics, where multiple datasets and algorithmic models coalesce into actionable intelligence. 

The theoretical underpinning of AI-enhanced MDA is rooted in information processing and pattern recognition 

theories, which posit that the extraction of meaningful patterns from large, heterogeneous data improves 

decision-making in complex environments. The application of Bayesian networks, neural learning models, and 

probabilistic representations reflect cognitive frameworks that seek to replicate human analytical capabilities at 

scale and speed, enabling systems to infer latent patterns that may indicate unlawful or threatening behaviour. 

Furthermore, strategic concepts from military intelligence theory, such as the OODA loop 

(Observe-Orient-Decide-Act), support the integration of C4ISR systems with AI, emphasizing rapid feedback 

cycles and adaptive responses in dynamic domain awareness contexts. 

Conceptually, research in this domain revolves around three intersecting constructs: data fusion, behavioral 

anomaly detection, and decision support automation. The first construct involves aggregating and correlating 

disparate data feeds AIS, radar, satellite, and uncrewed sensors into a unified operational picture, as exemplified 

by SeaVision and other situational awareness platforms that employ rules-based analytics to monitor patterns of 

activity. The second construct focuses on extracting latent behavioral features, where classifications of standard 

and anomalous vessel trajectories serve as inputs for alert mechanisms. The final construct emphasizes translating 

analytical outputs into actionable insights for maritime security actors via dashboards and automated alerts, which 

in turn accelerate response times and improve interagency coordination. 

Collectively, these previous studies provide a robust foundation for understanding how AI and C4ISR integration 

enhances maritime domain awareness. They reinforce the conceptual premise that high-fidelity surveillance, 

powered by advanced analytics and multi-source data fusion, can significantly improve threat detection and 

operational outcomes in complex maritime environments. 

Research Methodology 

This study employed a mixed-methods research design integrating quantitative and qualitative approaches to 

comprehensively examine the development and implementation of the AI-enhanced maritime domain awareness 

system, specifically the MDAU Fusion Center. A mixed-methods design was chosen to leverage the strengths of 

numerical AI performance metrics alongside descriptive insights about system integration and operational 

workflows. This approach allows for rigorous evaluation of both technical effectiveness and contextual system 

adoption, consistent with best practices in complex systems research (Creswell & Plano Clark, 2018). 

Research Design and Procedure 

The research design was structured into four main phases: system specification, data acquisition, model 

development and integration, and evaluation. Initially, the research conducted a document analysis of existing 

maritime surveillance frameworks and technologies to define functional requirements and secondary data patterns 

(Singh & Heymann, 2020; Windward, 2023). Following this, the study implemented a field deployment protocol 

in which the MDAU Fusion Center’s AI analytics were tested against real AIS (Automatic Identification System) 

and radar datasets spanning a six-month monitoring window (Kharuddin & Ismail, 2017). 
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The procedure began with pre-processing raw maritime sensor data to address noise, missing values, and 

inconsistencies, a key step given the known susceptibility of AIS feeds to errors and spoofing (Bhatti & 

Humphreys, as cited in Data integrity assessment for maritime anomaly detection, 2020). After data cleaning, the 

research developed several AI models including supervised classification and unsupervised anomaly detection 

algorithms. Model development followed iterative cycles where performance metrics such as accuracy, precision, 

recall, and F1 scores were calculated using standard formulae: 

 

where TP is true positives, FP false positives, and FN false negatives. The iterative development ensured the 

models improved over successive training cycles via cross-validation techniques. 

Sampling and Data Collection 

Sampling followed a purposive strategy, selecting instances that reflect a range of maritime behaviors including 

normal maritime traffic and intentional AIS manipulation (“dark vessel” events), as supported by anomaly 

detection literature (Singh & Heymann, 2020). AIS data comprised hundreds of thousands of transmitted records, 

supplemented by radar tracks and intelligence feeds from regional enforcement exercises. This high-volume data 

sampling enabled robust pattern recognition modeling and provided sufficient real-world variation to test AI 

efficacy (Kharuddin et al., 2018). 

In addition to sensor feeds, the study collected expert practitioner feedback through semi-structured interviews 

with MMEA analysts and command officers who interacted with the system’s dashboard. This qualitative 

component documented operational insights such as usability, response time impacts, and perceived usefulness in 

threat escalation scenarios. Combining sensor data sampling with expert interviews aligns with current maritime 

surveillance research that values multi-source evaluation (Outlier detection using AIS data, 2024). 

Quantitative analysis employed statistical and machine learning evaluation metrics to assess anomaly detection 

and classification performance. Data preprocessing included feature scaling and encoding temporal sequences, 

enabling deep learning models such as recurrent neural networks to capture vessel movement patterns (Outlier 

detection using deep recurrent architectures, 2024). Confusion matrices were constructed to visualize 

classification outcomes and compute the previously stated performance measures. 

Qualitative data were analyzed using thematic content analysis to identify recurring perceptions about system 

integration and operational impact. Themes such as “inter-agency collaboration improvement,” “alert overload,” 

and “dashboard usability” were coded and triangulated with quantitative performance findings. This multi-layered 

analysis provided richer context for evaluating whether the AI-enhanced system meaningfully improved 

situational awareness beyond numerical performance alone. 

Overall, the study’s methodological rigor; integrating purposive sampling, comparative performance metrics, and 

expert feedback aligns with academic research standards for evaluating AI systems in dynamic, real-world 

security environments (Creswell & Creswell, 2018; AIS-based maritime anomaly detection review, 2023). 

Data Analysis, Results, and Findings 

The collected maritime data were analyzed to evaluate the performance of the AI-enhanced MDAU Fusion Center 

in detecting anomalous maritime activity, supporting decision-making, and improving operational efficiency. The 

data streams included AIS (Automatic Identification System) signals, radar tracks, satellite imagery, and 

intelligence reports. After preprocessing to remove duplicates, correct missing values, and normalize input scales, 

the datasets were fed into multiple AI models, including supervised classification for vessel identification and 

unsupervised anomaly detection for abnormal behavior. The models’ performance was evaluated using standard 

metrics: accuracy, precision, recall, F1 score, and response latency (Singh & Heymann, 2020; Talpur et al., 2025). 

Quantitative analysis included constructing confusion matrices to identify true positive (TP), false positive (FP), 

false negative (FN), and true negative (TN) outcomes, which informed the calculation of performance metrics. 
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Additionally, time-to-detection measures were analyzed to assess operational efficiency gains from AI-driven 

automated alerts. Qualitative analysis was also incorporated by synthesizing operational officer feedback to 

provide context to numerical performance results, particularly regarding system usability and situational 

awareness. 

The analysis revealed high efficacy of the AI models in identifying anomalous maritime behavior. Table 1 

summarizes the key detection performance metrics for the system across different types of maritime activities. 

Table 1: AI Detection Performance Metrics 

Activity Type Accuracy (%) Precision (%) Recall (%) F1 Score (%) 

Illegal, Unreported, and Unregulated (IUU) Fishing 92 90 94 92 

Unauthorized Vessel Intrusion 89 87 91 89 

Smuggling/Contraband Activity 87 85 88 86 

Piracy/Armed Robbery 90 88 92 90 

Routine Traffic (Control) 95 96 94 95 

 

The results indicate that the AI models achieved the highest performance in identifying routine maritime traffic 

and IUU fishing activities, with accuracy exceeding 90%. Detection of unauthorized vessel intrusion and piracy-

related events also demonstrated strong performance, with F1 scores around 89–90%, reflecting the models’ 

balanced precision and recall. The slightly lower performance in smuggling detection, with an F1 score of 86%, 

suggests that complex patterns of clandestine vessel behavior remain more challenging to capture. Overall, the 

system demonstrated a robust ability to discriminate between normal and anomalous activities across multiple 

maritime threat categories. 

 

Operational Response Analysis 

In addition to detection performance, response times to identified threats were analyzed to determine the practical 

operational benefits of the AI-enhanced system. Table 2 presents average response time comparisons between the 

traditional system and the AI-augmented MDAU Fusion Center. 

Table 2: Average Response Time (Minutes) by Activity Type 

Activity Type Traditional System AI-Augmented System Time Reduction (%) 

IUU Fishing 85 50 41 

Unauthorized Vessel Intrusion 78 46 41 

Smuggling/Contraband Activity 90 55 39 

Piracy/Armed Robbery 72 42 42 

Routine Traffic 60 35 42 

 

The AI system consistently reduced average incident response times by approximately 40%, reflecting the 

efficiency of automated alerts and real-time situational awareness. Faster detection allowed maritime authorities 
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to initiate early interventions, allocate patrol units effectively, and reduce operational delays inherent in manual 

monitoring. 

The findings demonstrate that the MDAU Fusion Center’s AI models significantly improve both detection 

accuracy and operational efficiency. High performance in identifying IUU fishing and routine traffic validates the 

system’s ability to process large-scale maritime data streams and distinguish between cooperative and non-

cooperative vessel behavior. This aligns with prior studies emphasizing the value of AI-driven anomaly detection 

in enhancing maritime situational awareness (Singh & Heymann, 2020; Talpur et al., 2025). 

Detection of smuggling and contraband-related activities, while slightly less accurate, highlights the inherent 

complexity of identifying clandestine operations where behavioral patterns overlap with legitimate vessel 

movements. These results indicate that incorporating additional data sources, such as UAV feeds or sonar signals, 

could further enhance predictive capabilities and reduce false negatives. 

The operational response analysis underscores the practical benefits of integrating AI with C4ISR systems. By 

reducing incident response times by over 40%, the system enables more agile deployment of resources, improves 

inter-agency coordination, and enhances the probability of intercepting illicit activity. Interviews with MMEA 

officers indicated that the visual dashboard, combined with automated alerts, facilitated faster decision-making 

and improved confidence in the operational picture. 

Overall, the study confirms that the MDAU Fusion Center provides a measurable enhancement in maritime 

domain awareness, combining high detection accuracy with operational efficiency. The integration of multi-

source data, AI analytics, and real-time visualization forms a cohesive ecosystem that strengthens maritime 

security, supports predictive decision-making, and mitigates risks across Malaysia’s extensive maritime zone. 

Discussion and Recommendations 

The findings of this study demonstrate that the MDAU Fusion Center significantly enhances Malaysia’s maritime 

domain awareness by integrating artificial intelligence (AI) with C4ISR (Command, Control, Communications, 

Computers, Intelligence, Surveillance, and Reconnaissance) systems. The primary research objectives improving 

anomaly detection, enabling real-time threat analysis, integrating legacy systems, building a centralized data 

fusion hub, and modernizing maritime operations have been systematically addressed. The AI models achieved 

high detection accuracy across various maritime threats, including illegal, unreported, and unregulated (IUU) 

fishing, unauthorized vessel intrusion, smuggling, and piracy, with accuracy rates exceeding 87% in all categories. 

Automated alerts reduced average response times by over 40%, demonstrating the system’s operational 

effectiveness in accelerating decision-making and improving inter-agency coordination. These results align with 

prior studies emphasizing the benefits of AI-enhanced surveillance in maritime environments, including improved 

situational awareness, faster response capabilities, and multi-source data integration (Singh & Heymann, 2020; 

Talpur et al., 2025; Maganaris & Protopapadakis, 2024). 

The study also highlights the practical relevance of AI-enhanced maritime surveillance to the United Nations 

Sustainable Development Goals (SDGs), particularly SDG 14 (Life Below Water) and SDG 16 (Peace, Justice, 

and Strong Institutions). By detecting and reducing illegal fishing, the MDAU Fusion Center contributes to the 

sustainable management of marine resources, supporting biodiversity preservation and food security (Asia 

Maritime Transparency Initiative, 2023). Similarly, the system strengthens maritime governance and institutional 

effectiveness by improving coordination between the Malaysian Maritime Enforcement Agency (MMEA), the 

Navy, and other enforcement bodies, thus promoting SDG 16 targets related to robust, accountable, and 

transparent institutions. In essence, the AI-enabled framework represents an intersection of technological 

innovation and sustainable maritime governance, demonstrating how digital transformation can address both 

security and ecological objectives. 

A critical discussion of the results reveals that the highest detection accuracy was observed in routine traffic 

monitoring and IUU fishing, indicating that AI models effectively distinguish cooperative and non-cooperative 

vessel behavior. This supports previous literature suggesting that deep learning and machine learning approaches 

enhance anomaly detection in complex maritime environments (Outlier detection using AIS data, 2024). The 

slightly lower detection performance in smuggling and contraband activities underscores the challenge of 
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identifying clandestine behaviors, which may require additional sensor inputs or advanced predictive analytics to 

improve classification reliability (Agorku et al., 2025). The operational efficiency gains, reflected in reduced 

response times, confirm that integrating AI with C4ISR facilitates real-time decision-making, reduces human 

error, and allows more strategic allocation of patrol assets. Officers’ qualitative feedback indicated improved 

situational awareness, faster threat identification, and enhanced confidence in operational decisions, supporting 

earlier findings on the role of automated dashboards in maritime security (Windward, 2023). 

In conclusion, the study validates that the MDAU Fusion Center meets its intended objectives by combining multi-

source data fusion, AI-driven analytics, and integrated command systems to strengthen maritime security and 

governance. The system’s capacity to detect anomalous behaviors accurately and reduce response times provides 

empirical support for its effectiveness, confirming insights from the literature on AI-enhanced maritime 

surveillance (Singh & Heymann, 2020; Talpur et al., 2025). Furthermore, its alignment with SDG 14 and SDG 16 

demonstrates the broader societal and environmental implications of AI adoption in national maritime governance. 

Based on these findings, it is recommended that future development of the MDAU Fusion Center should focus on 

integrating additional data sources such as unmanned aerial vehicle (UAV) feeds, sonar systems, and satellite 

hyperspectral imagery to enhance detection of complex clandestine activities. Continuous retraining of AI models 

should be prioritized to adapt to evolving maritime threat patterns. Moreover, inter-agency collaboration protocols 

should be standardized, ensuring seamless data sharing and operational alignment. Finally, expanding predictive 

analytics capabilities can further optimize patrol deployment, improve resource efficiency, and contribute to 

sustainable maritime management practices, thereby reinforcing both national security and environmental 

objectives. 
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